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I Case Example: Oman’s Bayan:

Bayan—the Royal Oman Police (Customs)
single window—proves that speed and
security can advance together. The platform
aligns with the WCO Data Model, supports
prior declaration and payment, and integrates
into one

inspections flow. Security is

embedded through least-privilege access,
MFA/PKI, pre-go-live
clear runbooks, and strong telemetry. The
result: faster clearance, higher reliability, and
controlled risk.

partner  testing,

I Six Practical Steps:

1. Publish risk appetite, tiers, and a one-page
RACI.

2. Add SAC to every user story and demo it
in sprint reviews.

3. Standardize CI/CD gates with strict pass/
fail thresholds.

4. Automate KPIs and publish a weekly
PMO-CISO scoreboard.

5. Align interfaces to the WCO Data Model.
6. Run operational-readiness reviews every
increment—not only at the end.

I Pre-Go-Live Cyber Checklist:
e Threat model addressed with mapped

mitigations.

* SAC implemented and demonstrated.

* CI/CD security gates green (no criticals;
SBOM available).

e IAM vwverified (least privilege, MFA,
separation of duties).

* Monitoring, logs, and on-call routes
validated.

* Backup and rollback tested within RTO/
RPO targets.

I Conclusion:

Applying the Project Management—Cyber
Equation—clear governance, security by
design, and shared metrics—allows customs
authorities to deliver faster while reducing
operational risk. Oman’s Bayan shows the
model in action: crisp governance, automated
controls, and transparent metrics that make
rapid delivery and strong security work as
one.
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Captain /Saif Hamed Saif Al Fahdi
Directorate general of human resource

Accelerating Customs Projects
Without Compromising Security:

The Project Management-Cyber Equation

Customs programs deliver faster when
security is built into daily work—not added as
alate audit. This article outlines how to embed
cybersecurity into governance, delivery, and
metrics so e-declarations, risk engines, and
partner APIs go live sooner, operate reliably,
and withstand audits.

1) Governance that enables speed

Set a clear risk appetite and tier systems
accordingly: low-risk changes follow an
accelerated path, while high-risk services
(identity, valuation, targeting) undergo deeper
checks. Use a simple RACI and place a security
delegate inside each team with authority over
security acceptance criteria. Replace one
heavy review with light, objective decision
gates: Threat Model Ready — Controls in
Backlog — CI/CD Gates On — Operational
Readiness Evidenced.

2) Security by design

Run short threat-modeling sessions when
shaping epics, then convert findings into
backlog items with Security Acceptance
Criteria (SAC). Automate scanning—code,
dependencies, secrets, IaC, containers—
through pass/fail CI/CD gates. Enforce
least privilege, MFA, and separation of duties
across build, release, and operations. Before
go-live, rehearse operations: alerts, logging,
runbooks, rollback.

3) Metrics that matter

Use a unified PMO-CISO scoreboard: lead
time to production, share of stories with SAC,
security defect escape rate, time to remediate
critical vulnerabilities, CI/CD gate pass rates,
incident detection and containment times,
and availability of critical customs systems.
Small, honest metrics keep teams aligned.



and Free Zones (OPAZ), which provides
overarching governance and development
oversight for these economic areas.

A defining strength of Oman’s system is
the Bayan electronic platform, which has
transformed export procedures through
its unified single-window model. Bringing
together dozens of government agencies in
one digital environment, Bayan facilitates
the issuance of permits, data verification,
and real-time monitoring of shipments with
notable speed, transparency, and efficiency.
This advanced platform exemplifies Oman’s
ability to merge streamlined processes with
stringent regulatory control, demonstrating
that facilitation and oversight can complement
one another effectively.

In practical terms, the export-control
system relies on targeted inspections, clear
verification procedures, and comprehensive

post-clearance audits. These measures ensure

Issue (8) 2026 I

the responsible handling of sensitive or
regulated goods while avoiding unnecessary
burdens on the businesses operating within
free zones. Additionally, ongoing awareness
programs and consistent communication
with the private sector help reinforce
compliance and deepen understanding of
export requirements.

In conclusion, Oman’s export-control
framework in its free zones demonstrates
a well-crafted balance between facilitating
trade and safeguarding national interests.
By integrating advanced digital systems
with  coordinated regulatory oversight,
the Sultanate has established a model that
ensures efficiency without compromising
security. This balanced approach not only
strengthens investor confidence but also
reinforces Oman’s position as a reliable and
forward-looking gateway for regional and

international commerce.
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As part of its continuous efforts to enhance
competitiveness within the global economy,
the Sultanate of Oman has positioned its free
zones as strategic pillars supporting national
economic diversification and attracting
high-value investments. These zones act
as advanced platforms for industrial,
commercial, and logistics activities, serving as
key gateways for the movement of goods to
regional and international markets. With the
expansion of their economic role, the need for
a comprehensive export-control framework
has become increasingly important, one
that ensures the smooth flow of operations
while maintaining national security and full
regulatory compliance. In response to this
requirement, Oman has developed a balanced
and well-structured model that integrates
trade facilitation with effective oversight.

Captain /Saleh Humaid Alsheriqi
Head Of DGC,s Office

Export Control in Oman’s Free Zones:
A Balanced Model of Facilitation and Oversight

Oman’s free zones have played a growing role
in strengthening the country’s development
agenda by creating an attractive investment
environment, boosting industrial output, and
reinforcing the nation’s position within global
supply chains. Recognizing the strategic
importance of these hubs, the government
has placed particular emphasis on ensuring
that export operations remain both efficient
and secure. This is achieved through a
regulatory framework built on clear legislation
and strong institutional coordination. The
Royal Oman Police — Directorate General
of Customs serves as the central authority
overseeing the movement of goods within
the free zones, ensuring compliance with
national requirements while preventing
unnecessary delays. Supporting this role is the
Public Authority for Special Economic Zones
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“ONTAINER |
ONTROL
"ROGRAMME |

¢ Port Control Unit — Sohar Port (established
in 2017)

¢ Port Control Unit — Salalah Port (opened in
November 2020)

e Air Cargo Control Unit — Muscat

International Airport (opened in December
2020)

These Units operate under the Royal Oman
Police — Directorate General of Customs and
are equipped with advanced training in pre-
arrival profiling and targeted inspections.
They are specifically dedicated to combating
strategic goods violations and drug trafficking,
focusing on detecting concealed or high-risk
consignments before they enter or exit the
country. At the same time, the units support
legitimate trade facilitation by applying risk-
based targeting.

Efforts are currently ongoing to establish
two new units: one at Port of Dugm and the

other for postal and courier shipments.

Moreover, Oman’s engagement in the
program is funded by the United States
Export Control and Related Border Security
(EXBS) Program.

I Program Evolution: Integration With
AIRCOP:

In recent years, the Container Control
Program has been integrated with the
Airport Communication Program (AIRCOP)
as part of a unified framework known as
the Passenger and Cargo Control Program
(PCCP).

This integration strengthens coordination
control
capacity

of participating countries to detect illicit

aCross cargo and passenger

environments, enhancing the

shipments and protect international supply
chains.

oman




Strengthening Border

Major / Yousuf Ahmed AL-Balushi
Head of Container control Department

Container Control Program (CCP):

Security

and Facilitating Legitimate Trade

I Introduction:

The Container Control Program (CCP)
was established as a partnership between
the United Nations Office on Drugs and
Crime (UNODC) and the World Customs
Organization (WCO) in 2004. As the
Program expanded from sea-cargo into air-
cargo so CCP entered a Memorandum of
Understanding with the International Civil
Aviation Organization (ICAO). It is one of
the largest of UNODCs Global Programs.
At the end of 2024, the CCP is active in 86

countties.

I Mission:

To safeguard the security, health and economy
tor countries and people of the world.

I Goals:
To build capacity in countries seeking to

improve risk management, supply chain
security and borders management at seaports,
airports, dry ports, rail terminals and land
border crossings to prevent the trafficking of
illicit goods, counter organized crime, reduce
corruption and economic crime, prevent
terrorism and strengthen trade facilitation.

I Oman:The First GCC Country to Join
the Program:

The Sultanate of Oman stands out as the
first country in the Gulf Cooperation
Council (GCC) to join the Container Control
Program. Oman officially joined the CCP
in 2016, demonstrating early recognition of
the program’s value in improving cargo-risk
management and combating illicit trade.

Since joining the initiative, Oman has

established three specialized units under the
CCP tramework:
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Advanced Smuggling and Smarter Monitoring

The Compliance and Risk Assessment
Directorate plays a crucial role in limiting
smuggling activities and protecting the
community from narcotics» negative effects.
Over the past years, it has successfully
thwarted multiple attempts, relying on
organized field work and continuous
monitoring efforts, with the number of
cases reaching 409 since the beginning
of the current year. However, traffickers
do not stop innovating new methods to
circumvent regulations, making the work
of the Compliance and Risk Assessment
Directorate an ongoing race that requires
constant updates to tools and techniques.

The Directorate bases its operations on a
well-studied risk assessment methodology
that helps classify shipments based on their
sensitivity before entering the country. This
assessment relies on diverse information
sources and regulatory procedures that
enable the identification of cases requiring
closer scrutiny, whether through document
review or manual inspection.

As  digital

technology has become a significant factor

usage expands, modern

in manipulation attempts, such as data
concealment or altering shipping routes. In
response, the administration aims to leverage
advanced technologies for analysis and
detection of unusual patterns, enhancing
readiness and proactive capabilities.

Despite the success of field raids, the
administration recognizes that the fight
against smuggling is incomplete without
proving before the judiciary.
Therefore, the Compliance Administration is
dedicated to collecting evidence, supporting

charges

case files, and preparing meticulous reports
that contribute to the conviction of suspects.
This ensures that actions are not merely
field seizures but part of an integrated legal
process that protects the community and
ensures justice.

Amidst the evolving smuggling methods
on one hand and the growing capabilities of
regulatory bodies on the other, this mutual
challenge persists. Awareness, experience,
and technology remain essential factors in
safeguarding border security and maintaining
public safety.




Most important seizures

Customs ports in the Sultanate of Oman 2025

® Seizure of Cash

Customs officials at the Al Mazyunah and Sarfit crossings
successfully apprehended several individuals during separate
operations while attempting to smuggle large sums of money
in various currencies without declaring them, and through
concealing them within the interior parts of vehicles. This
is part of ongoing efforts to combat money laundering and
terrorism financing,

® Seizure of 34,000 Bottles of Alcoholic Beverages

The Compliance and Risk Assessment Directorate
raided several warehouses and accommodations of
expatriate workers during separate operations, successfully
apprehending a group of suspects from Asian nationalities,
along with large quantities of alcoholic beverages.
Additionally, customs at the Al Wajjajah crossing thwarted
similar smuggling attempts, bringing the total seizures for
2025 to over 34,000 bottles and containers of alcoholic
beverages.

Py Seizure of Fireworks

The Complianceand Risk AssessmentDirectoratesuccessfully
conducted raids on several locations of expatriate workers in
the Wilayat of Barka, apprehending five individuals of Asian
nationality. Additionally, over 10,400 boxes of firecrackers
and fireworks intended for trade were seized.




Issue (8) 2026 I

Seizure of 133 Kilograms of Marijuana

The Directorate General of Customs thwarted several
attempts to smuggle marijuana through Muscat International
Airport, Salalah International Airport, the central postal
service, and the Sarfit border crossing. They successfully
seized 133 kilograms of the drug, along with 50 electronic
cigarettes filled with marijuana. Inspection operations
revealed the use of various concealment methods, including
water heaters, bags, and personal luggage.

° Seizure of 17 Kilograms of Opium and Cocaine

The Customs Affairs Directorate thwarted a significant
attempt to smuggle approximately 17 kilograms of drugs,
including 15.8 kilograms of opium skillfully concealed within
modified metal pillars, and 1.046 kilograms of cocaine hidden
in schoolbags. This underscores the customs’ full readiness
to combat professional smuggling methods.

° Seizure of 5 Kilograms of “Crystal Meth”

The Central Postal Section of the Customs Affairs Directorate
successfully thwarted a significant smuggling operation
involving over 5 kilograms of crystal meth. The prohibited
quantity was found meticulously concealed within a postal
parcel, where two metal pillars were used for camouflage and
deception.




Customs is the first line of defense
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WORLD CUSTOMS ORG

Customs p
through vigil
The 2026 slogan of the W/

protecting society througl
the growing role of cust
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e Activities

/ Workshop on Combating the lllicit Trade in Small Arms and Light Weapons

(SALW)

The Directorate General of Customs organized a workshop
on combating the illicit trade in small arms and light
weapons (SALW) in collaboration with the World Customs
Organization from November 9th to 14th, 2025. The
workshop was inaugurated under the patronage of Colonel
Mohammed Bin Saif Al Rajhi, Assistant Director General of
Customs.

/
Workshop on Dual-Use Goods

The Directorate General of Customs, under the patronage
of Brigadier Said Bin Khamis Al Ghaithi, Director General
of Customs, organized a workshop on «Control Lists and
Compliance Tables for the Harmonized System Codes of
Dual-Use Goods,» in collaboration with the German Federal
Office, from November 2nd to 4th, 2025.

The workshop aimed to enhance the capabilities of customs
personnel in overseeing these goods and improving the
efficiency of implementing international control lists.
Additionally, it focused on exchanging experiences and
best international practices to support integration between
customs and relevant authorities, as well as fulfilling the
Sultanate of Oman’s international commitments.

/’

Governorate

The Directorate General of Customs participated in the awareness
exhibition held in Al Dhahirah Governorate on the occasion of
International Day Against Drug Abuse, with the aim of enhancing
community awareness about the dangers of drugs and highlighting
the role of customs in combating their smuggling and thwarting
attempts to introduce them into the country. This underscores its
national responsibility to protect the community.

The customs booth featured informative and guiding materials,
explanatory videos on smuggling methods, and descriptions of
inspection mechanisms and the customs procedures in place, as well
as an introduction to the modern technologies used in detecting
prohibited substances.

Participation in the Awareness Exhibition Against Drugs in Al Dhahirah




Participations e

c. : On January 22nd, 2025, Brigadier Said Bin
Khamis Al Ghaithi, Ditrector General of Customs,
participated in the 12th meeting of the Executive
Council of the Customs Union at the General
Secretariat of the Gulf Cooperation Council in
Riyadh.

The meeting discussed decisions made by the
Supreme Council and the Ministerial Council, along
with several reports from committees and working
groups, as well as the activities of the Committee
for Reviewing and Monitoring the Implementation
of the Executive Councibs decisions.

— =

On February 23rd, 2025, Brigadier Said Bin
Khamis Al Ghaithi, Director General of Customs,
participated in the 61lst meeting of Customs
Directors Generals from North Africa, the Near
East, and the Middle East at the Secretariat General
of the Arab League in Cairo.

The meeting discussed ways to enhance Arab
customs cooperation and exchange experiences in
customs oversight, e-commerce, and combating
smuggling;

(S

Brigadier Said Bin Khamis Al Ghaithi, Director
General of Customs, participated in the Border
Management and Technology Conference held
in the Bahraini capital, Manama, from November
4th to 6th, 2025. The conference discussed best
practices and modern technologies in the fields of
border management and customs, as well as ways
to enhance regional and international cooperation
in customs security and facilitate trade movement.

During the conference, Brigadier Al Ghaithi
showcased the Sultanate of Oman’s experience in
developing customs systems and employing digital
solutions to enhance performance efficiency and

expedite customs procedures.
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A pioneering Omani customs that achieves security and facilitates trade
through smart and sustainable digital transformation, to contribute to

driving the national economy.
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We protect the borders of the Sultanate of Oman and facilitate legitimate
trade, through integrated digital systems and effective partnerships, to
achieve societal security and a competitive economy.

= .-O.m..-. -

NST=SSS
* Integrity.

* Innovation.

* Institutional excellence.

* Digital governance.

* Justice.

* Environmental sustainability.

®: + 968 80080022 .

X : @omancustoms E I—.

@ : www.customs.gov.om
© : info@customs.gov.om NS
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